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VMware Cloud Foundation Platform for your Private Cloud

Modern
Infrastructure

BUSINESS 

INFRASTRUCTURE 

INITIATIVES

PRIMARY 

USE CASES

Build and Operate private 
cloud infrastructure on-
premises or at the edge

Implement automated
infrastructure to deliver
IaaS 

Extend data center to the 
cloud

Unified Cloud 
Experience

Build, run and manage 
Kubernetes and other 
modern workloads

Build, run and manage 
Private AI

Run and manage traditional 
workloads (e.g. ERP, 
Database, VDI)

Implement Ransomware 
protection and recovery

Implement disaster 
recovery

Integrate security, 
compliance, and resilience

Secure and
Resilient Platform
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Modernize
Infrastructure

Deliver a Unified 

Cloud
Experience Secure

and Protect your 

Private Cloud



The Fundamental Shift in VMware Cloud Foundation 9.0

One 
Interface 

for a cloud 
consumption 
experience

Sovereign 
And Secure

as a platform

Cost Control

private cloud cost 
transparency

Run VMs and 
containers/K8s

for AI, modern, and 
traditional 

applications

One 

Interface 

to private cloud 

operations



VCF 9.0 Innovation and Efficiency in the Core Platform

38%
Lower Memory 

and Server TCO1

34%
Lower Storage 

TCO1

3x
Switching 

Performance1
Negligible 

Performance 
Overhead3

0

vMotion for AI

~1% Downtime

Memory Tiering 
with NVMe

vSAN ESA with Global 
Dedupe2

NSX Enhanced 
Data Path

Compared to Bare Metal

vGPU vMotion 
Optimization

1 Based on internal Broadcom estimates or test results, subject to change. March 2025.
2 vSAN Global Dedupe requires RPQ.  Contact account team for details

3MLPerf v5.0: 25% CPU used with full GPU performance.

Compared to pre-9 vSphere, vSAN, NSX and VCF offerings
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Modernize Infrastructure
VCF Deployment & Scale



Private Cloud Building Blocks

Workload Domains

LifecycleAutomation Operations

VMware Cloud Foundation

StorageCompute Networking



VCF Operations

VCF Automation

VCF Fleet

VCF Operations

VCF Automation

VCF Fleet

Management Domain

Core Infrastructure

vCenter

NSX

VCF Instance

SDDC Manager

Additional VCF Instances

Additional Workload Domains

Core Infrastructure

NSX

vCenter

Clusters

Clusters

VCF Operations

VCF Automation

VCF Fleet

Management Domain

Core Infrastructure

vCenter

NSX

VCF Instance

SDDC Manager

Additional VCF Instances

Additional Workload Domains

Core Infrastructure

NSX

vCenter

Clusters

Clusters

Additional VCF Instances

Additional Workload Domains

Core Infrastructure

NSX

vCenter

Clusters

Management Domain

Core Infrastructure

vCenter

Clusters

NSX

VCF Instance

SDDC Manager

Clusters

Private Cloud Constructs within VMware Cloud Foundation
VCF Private Cloud 

VCF Instance
• Management Domain

• Workload Domains

VCF Fleet
• One or more VCF instance

• Common VCF Operations instance

• Common VCF Automation Instance

VCF Private Clouds
• One or more VCF Fleets 
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Workload Domain and Cluster Topologies

Rack Rack Rack

Workload Domain 1

Standard Cluster

Standard Cluster

Workload Domain 3

Storage Cluster Compute Cluster

Availability Zone 1

Rack

Availability Zone 2

VCF Instance

Management & 

Workload Domains 

Standard Cluster Multi-rack Cluster Stretched Cluster

Storage Cluster Compute Cluster

Workload 

Domain Cluster

VCF Instance

Management 

Domain Cluster
Consolidated 

Management and 

Workload Domain 

Clusters

VCF Instance

Consolidated  

Domain
OR

Workload Domain 2 Standard Cluster

Multi-rack Cluster

Standard Cluster Stretched Cluster
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Unified Installer Streamlines Deployment
VMware Cloud Foundation Installer Appliance

VCF Installer Appliance:

Streamlines deployment of VCF or 

VVF from a single appliance

Inbuilt options to re-use existing 

vCenter, VCF Operations and VCF 

Automation instances

Full stack deployment and lifecycle 

management of compute, storage, 

networking, operations and 

automation

Generate a re-usable JSON spec 

which can be uploaded, reviewed 

and validated from the UI 

VMware Cloud Foundation

Aria LCM VIDM

Aria 

Operations

Aria Ops 

Networks

Aria Ops 

Logs

Aria 

Automation

VCF 5.x

CB

XLSX /JSONCloud Builder VCF Import

XLS

VCF 9.0

VMware Cloud Foundation

vCenter Server

Core Infrastructure

VCF Operations

NSX Manager

VCF Automation

The VCF Installer automates deployment of a ready-to-use Private Cloud

vCenter 

Server

SDDC 

Manager

NSX 

Manager
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V\V\

Simple vs High Availability (HA) Deployment
VMware Cloud Foundation 9 Appliance Models

Simple

7 required appliances

7 optional appliances

VIDB NSX Edge VCF Logs VKS

VCF Ops
VCF Ops 

Collector
VCF Auto

vCenter 

Server

SDDC 

Manager

NSX 

Manager

Fleet 
Management

High Availability

13 required appliances

11 optional appliances

VIDB NSX Edge VCF Logs VKS

VCF Ops
VCF Ops 

Collector
VCF Auto

vCenter 

Server

SDDC 

Manager

NSX 

Manager

Fleet 
Management

Optional Optional

RequiredRequired
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Modernize Infrastructure
Compute



Advanced NVMe Memory Tiering

Customer Benefits

• Optimized for Critical 

Infrastructure: Optimized workload 

placement across memory tiers

• Cost-Effective IT Infrastructure: 

Reduce cost by allocate lower-cost 

tiers for less critical tasks

Maximize performance and efficiency with intelligent 

memory tiering

Lower Memory and Server TCO

Can you keep on this 

style graphics but just 

clean up and align colours 

and icon on the right?
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Modernize Infrastructure
Storage



VMware Cloud Foundation Storage

Flexible Storage Options when deploying a new VCF instance

Principal storage options for the Management Domain of a new VCF instance 
IP or FC Network

Switches

NFS

Principal storage options when creating a Workload Domain or Cluster (configured per-cluster) 

vSAN HCI 
(ESA/OSA)

vSAN
Remote 

Datastores

FCNFS
vSAN HCI 

Storage 

Clusters

Supplemental storage – Used to add capacity to any domain

FC
vSAN 
Remote 

Datastores

vSAN HCI 
Storage 

Clusters

*LCM, patching, and upgrades of Supplemental Storage is not managed by VCF Operations

NFS* NVMe
/FC

NVMe
/TCP

iSCSI

vSAN HCI 
(ESA/OSA)

FC
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Evolving your Platform for the Demands of Today and Tomorrow
Remove hardware dependencies, decrease TCO, increase agility

Storage

array

Legacy Three-Tier Hyperconverged

Compute

& storage

vSAN

Storage

onlyvSAN

Compute

only

Aggregated 

Resources

Disaggregated 

Resources

Compute

only

Scale out Scale out

• Commodity server hardware

• Distributed scale-out storage

• Common management

• Highly flexible

• Proprietary storage hardware

• Limited scalability

• Siloed management

• Inflexible

Or…
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Next Generation Architecture built into vSAN
vSAN Express Storage Architecture (ESA) in vSAN

Next generation storage 

architecture for the workloads of 

today and tomorrow

Optional, alternative architecture 

to the vSAN original storage 

architecture

Available when running on qualified 

hardware in ESA approved vSAN 

ReadyNodes

Powers aggregated vSAN HCI 

clusters and disaggregated vSAN 

storage clusters

Storage

only

Compute

only

vSAN storage cluster

vSAN ESA vSAN ESA

vSAN HCI cluster

vSphere vSphere

vSphere vSAN ESA Powered by

Express

Storage

Architecture

vSAN

Compute

& storage

vSAN HCI Clusters
Aggregated resources

vSAN Storage Clusters
Disaggregated resources
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Additional Data Services to Meet your Business Requirements
Easily tailor unique data services on a per cluster basis

Extend vSAN beyond native VM 

storage

Enable/disable based on 

organizational needs

• SMB and NFS file services

• iSCSI block access for legacy 

workloads

• S3 compatible object storage*

Provide FIPS validated data-at-

rest and data-in-transit 

encryption

vSphere vSAN

vSAN Datastore

DiT

Data-at-Rest
Encryption

*When using a 3rd party certified solution through VMware vSAN Data Persistence platform

vSAN iSCSI
target service

S3 compatible
object storage*

vSAN File
Services

Cloud native 
applications

Container

PVs

Windows 

clients

Linux

clientsiSCSI Network

Physical Virtual
App

Data-in-Transit
Encryption



vSAN ESA with Global Dedup

Customer Benefits

• Maximized storage efficiency – Reduce 

your storage footprint with intelligent, global 

deduplication that cuts waste and lowers 

costs.

• Deliver faster data access and optimized 

workload placement for a more responsive 

and agile environment.

• $10m in savings over 3 years compared 

to VCF with traditional storage

Optimise deduplication and boost private cloud 

performance while reducing costs

Lower TCO vSAN ESA with Global Dedup

Can you keep on this 

style graphics but just 

clean up and align colours 

and icon on the right?
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Modernize Infrastructure
Networking
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Vendor #1 configuration/API

ESX

VCF with Physical Networking

ESX ESX

VMWARE CLOUD FOUNDATION

Monitoring and Analytics

Load Balancing

Firewall, IDS/IPS, ATP

Routing/NAT

Switching

Vendor #2 configuration/API

Vendor #3 configuration/API

Vendor #4 configuration/API

DvPG y DvPG z DvPG zDvPG yDvPG xDvPG x

IP FABRIC WITH SERVICE APPLIANCES

VLAN x

VLAN z
VLAN y

VCF with vSphere Networking

Vendor #5 configuration/API Monitoring and Analytics
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ESX

VCF with NSX Virtual Networking
Independent of the physical infrastructure

ESX ESX

VMWARE CLOUD FOUNDATION

IP FABRIC WITH SERVICE APPLIANCES

Virtual Network z

Virtual Network y

Virtual Network x

Tunnels over physical infrastructure

VCF with NSX Virtual Networking
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NSX REST API

Automation

ESX

VCF with NSX Networking
The whole networking stack is virtualized

ESX ESX

VMWARE CLOUD FOUNDATION

Monitoring and Analytics

Load Balancing

Firewall, IDS/IPS, ATP

Routing/NAT

Switching

VCF with NSX Virtual Networking

IP FABRIC WITH SERVICE APPLIANCES
GENERIC IP FABRIC

Virtual Network x

Virtual Network z

Virtual Network y
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Self-service resources consumption

Resources pre-provisioning

minimal

Required

Networking

Expertise

Required

Networking

Expertise

advanced

basic

• Configures N/S connectivity

• Creates projects, external IP blocks

• Assigns IP blocks and quotas to projects

Simple Networking with Virtual Private Clouds (VPCs)
Consistent implementation of Virtual Private Clouds (VPCs) across the platform

Clear role definition allows 

self-service networking

Enterprise Admin:

• Owns the physical infrastructure

Project Admin:

• A tenant

• No direct access to physical 

network

VPC Admin:

• End user

• Simple, self-service networking

VCF with NSX

Project

subnet

subnet

Project Admin

• Creates subnets from 

pre-allocated IP blocks

• Attach VMs

VPC VPC

IP blocks/quotas

Enterprise Admin

• Creates VPCs

• Assigns IP blocks and quotas to VPCs

VPC Admin

PHYSICAL NETWORK
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High Performance Switching out of the box
Enhanced Data Path (EDP) Standard as a default

Enhanced Data Path (EDP) standard is enabled 

by default for new VCF 9.0 deployments

• Does not require tuning

• 50-70% increased performance 

(for both bandwidth and packets per second)

• EDP driver with improved pNIC queue 

distribution (pooling and allocations)

EDP dedicated mode can also be configured, 

as well as the original “standard” VDS mode.

ESX Host with EDP

Fast Path

vmknic

Slow Path IOChain

VM
e1000

VM
vmxnet3

EDP Standard vSwitch

O
p
tim

iz
e
d
 P

a
c
k
e
t 

P
ro

c
e
s
s
in

g

Optimized Packet Data Structure

EDP Driver

VMWARE CLOUD FOUNDATION
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Modernize Infrastructure
Private Cloud Operations
Fleet Management
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VCF Fleet

Additional VCF Instances

Unified Operations Experience
VCF Operations and VCF Fleet Management

VCF Health & Diagnostics 
(formerly Aria Skyline)

Integrated Network Operations 

Integrated Troubleshooting & 
Observability

Integrated Storage Operations

Integrated Log Operations 

Security Operations

VCF Operations

.

Identity & Access

Password Management

Configuration Drift

Tag Management

Certificate Management

Lifecycle Management

VCF Fleet Management

VMware Cloud Foundation Instance

vCenter Server

Core Infrastructure

NSX Manager

VCF Automation

VCF Operations
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Single Sign-On for Administrator Access Across VCF
New modern identity broker simplifies configuration

All new design with two modes:

• Embedded

• External appliance cluster

(supports multiple VCF instances)

Automatic configuration

• vCenter, NSX, Ops, Automation

Supports modern and directory-

based identity providers

• SAML 2, OIDC, or AD/LDAP

Privileges are set for each VCF 

component according to user/group

No connector needed, since VIDB 

is inside the firewall

VCF Automation 

NSX Manager

Management Domain

VIDB

OpenID Connect Clients

VCF Ops 

for 

Networks

VCF HCX
VCF Ops 

for Logs

vCenter Server

VCF Operations

NSX Manager

Workload Domain

vCenter Server
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Centralized Certificate Management
Non-disruptive certificate updates for VCF infrastructure and management components

One interface to manage 

certificates for VCF Infrastructure & 

Management components

Supports Microsoft, OpenSSL, or 

external certificate authorities

Automatic renewal

VCF Operations alerts configured 

out of the box

Manage VMware ESX host certs

New non-disruptive (NDC) 

architecture delivers fast and 

reliable certificate updates
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Easily Monitor and Address Configuration Differences
Configuration Drift Management and Assessment

Centrally monitor configuration drift 

across clusters and vCenters

• Deliver smooth operations with 

consistency and compliance

• Reduce risk of security breaches

• Ensure environments run smoothly

• Automate Drift Detection 

• Schedule Configuration Drift 

Reports & automate drift detection

• Create and edit Configuration Drift 

templates

• Control template versioning with 

Git-Integration
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Centralized Fleet Lifecycle Management
One interface to patch, upgrade, and deploy VCF components

VCF Operations UI drives lifecycle 

management via appliances:

• VCF Instances → SDDC Manager

• VCF Management → Fleet 

Management

Familiar prechecks & 

upgrade/patch planning workflows

Flexible connectivity scenarios

• Online and offline depots

• Proxy server with authentication
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Execute Lifecycle Management Tasks from a Single Console
VCF Operations consolidates patching and updating for all components

Key Benefits

Lifecycle management tasks are 

consolidated into a single UI

Enhances existing workflows that 

are proven and reliable

Technical Value

Workflows are still orchestrated by 

applicable management appliances

Single interface reduces context 

switching for administrators

VCF 5.x & Aria Suite VCF 9

Fleet Management

VCF Ops 9Aria Ops 8

9.0

VCF Management

SDDC Manager

vSphere 9        

NSX 9

VCF Infrastructure 

Components

Aria Suite 

Lifecycle

5.x

vSphere 8.x.     

NSX 4.x

Management Appliance VCF 9 Components

VCF Automation

VCF Operations

Fleet Management

VCF Management

Ops for Logs, 

Networks

VCF ID Broker

VMware NSX

vCenter Server

SDDC Manager

VMware ESX

SDDC Manager

VCF Instances
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Patch vSphere Clusters Faster and Less Disruptively
Live Patch even more of ESX

Live Patch vmkernel, 

user-space and NSX 

components

ESX service restarts 

required (non-

disruptive)

Fast-Suspend-

Resume remediates 

VMs

No Evacuation, 

VMs stay running

ESX

vmkernel user-space nsx vmx
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Modernize Infrastructure
Private Cloud Operations
VCF Operations
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Know When There is a Problem and Solve it Quickly
VCF Operations – Performance Management & Troubleshooting

Overview:

Lower Mean Time to Resolution

Meet your SLA/SLOs

Provide visibility to both IT & LOB 

stakeholders

Reduce costly downtime

Fix problems using alerts, metrics 

and network flows

Highlights events, property 

changes and anomalous metrics

Ties-in logs for root cause analysis

Intuitive AI driven troubleshooting
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Modernize
Infrastructure

Deliver a Unified 

Cloud
Experience Secure

and Protect your 

Private Cloud

• VCF Deployment & Scale

• Compute

• Storage

• Networking

• Fleet management

• VCF Operations

• VCF Automation

• Kubernetes Services

• Load Balancing

• Private AI

• Application Platform
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Secure and Protect

• Integrated Security Operations 

• vSAN Data Protection

• VMware Live Recovery

• Platform Resiliency



One-Stop Dashboard for Baseline Security Operations
User and Infrastructure Security 

An overview page 

providing a holistic 

view of the 

organization’s 

security stance 

across VCF 

deployments.

Benefits:

- Enhanced visibility

- Improved security 

and resilience

- Proactive defense
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Protect and Recover VMs against Accidental and Malicious Activities
vSAN Data Protection in vSAN Express Storage Architecture

Use vSAN ESA snapshots to 

provide immutable protection

Policy-based protection groups

• Group applications & VMs

• Define protection and retention 

New UI and scheduler

Integrates with VMware Live 

Cyber Recovery

Supports multiple use cases

• Ransomware recovery

• Recover VMs from accidental 

deletion

• Clone VMs for operational agility

Immutable

vSAN

vSphere vSAN ESA

Local protection & uses

Restore VMs no longer in 

vCenter Server

Revert existing 

VMs

Clone VMs

vCenter Server

vSAN Data Protection

CREATE PROTECTION GROUP

1. Select VMs

2. Create schedules

3. Set immutability mode

VMware Live Recovery

VMware Live Cyber 

Recovery (VLCR)

Cloud protection & recovery

Isolated recovery

Snapshots Snapshots Snapshots
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Extend VM-Level Data Protection to Remote vSAN Clusters
vSAN-to-vSAN replication as a part of VMware Live Recovery* (VLR)

Protect VMs locally and remotely 

using vSAN ESA snapshots

Replicate and recover courtesy of 

the VMware Live Recovery (VLR) 

Use policy-based protection 

groups to define local and remote 

protection outcomes

Create relationships between 

multiple sites using site pairs

Ideal for disaster recovery, 

isolated recovery or long-term 

archiving

Supports vSAN HCI and vSAN 

storage clusters

vSAN ESA

vSphere vSAN ESA

Cloud Foundation

Local ESA 

snapshots

vSAN Data Protection

VMware Live Recovery

VMware Live Site Recovery 

(VLSR)

Disaster Recovery/Failover

Replicate as frequent 

as 1 minute

vSAN ESA

vSphere vSAN ESA

Cloud Foundation

Failback & reprotect

On-premises

VCF cluster

On/off-premises

VCF cluster

VMware Live Recovery VLR addon

vCenter Server

vSAN Data Protection

CREATE PROTECTION GROUP

1. Choose local/remote

2. Select VMs

3. Create schedules

Replica

* Replication a part of the VLR addon license

R



Unique Approach for Protecting VMs and Data across Clusters
Approach to remote protection* increase flexibility and capabilities for VCF

Array-based Replication vSAN-to-vSAN Replication*

Traits Traits

• Protection and recovery limited to LUN

• May require similar arrays at source and target

• May create a dependency of LUNs across sites

• Additional array tooling needed to protect and restore

• RPO dependent on characteristics of arrays

• Snapshot retention dependent on characteristics of array

• Granular per-VM protection and recovery

• Source and target can be dissimilar vSAN clusters

• Full autonomous copies of VMs at each site

• Fully integrated protection and recovery APIs and UI

• 1-minute RPO – with no need to snapshot source

• Up to 200 snapshots per VM at each site

Snapshot LUN at source followed by replicating LUN to target Replicate VM to target followed by snapshotting VM at target

Storage

array

Storage

array vSAN vSAN

ReplicateReplicate

* Replication a part of the VLR addon license



Resilience Woven Throughout VMware Cloud Foundation

RecoverRespondDetectProtectIdentify

Continuous

Monitoring

vMotion &

DRS

VM

Sandbox

VM

Snapshot

Failover to 

Recovery Site
Distributed

Firewall

Threat Detection

& Response

Workload

Clustering

Dependency

Mapping

TPM &

Secure Boot

Health

Checks

Delta-Based

Failback

Review, Audit,

Remediate

Data-at-Rest

Encryption

Automated

Patching

Application

Load Balancing

Redeploy

Modern App

Log

Monitoring

High

Availability

Data-in-Transit

Encryption

Code

Signing

Intrusion

Detection

Behavioral

Analysis

Trusted

Computing

Base

Stretched

Cluster

HCX

Network

Monitoring

Isolated

Recovery

Host

Attestation



Your Private Cloud Building Blocks
Every need has its own cost

LifecycleAutomation Operations

StorageCompute Networking

Modern
Infrastructure

Secure
Infrastructure

vMotion &

DRS

VM

Snapshot

Failover to 

2nd Site
Distributed

Firewall

Threat Detection

& Response

TPM &

Secure Boot

Automated

Patching

High

Availability

Intrusion

Detection

Stretched

Cluster
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Pricing and Packaging
How licensing in VCF 9 works



What is Changing for VCF 9 Licensing
Simplicity from managing multiple license keys to 1 License File

Licensing Before

VCF

Automation

ESX

VCF 

Operations

ESX

NSX

ESX

LK 1 LK 1

LK 4 LK 5 LK 6

vCenter vCenter vSAN

LK 2 LK 2 LK 3

VCF 9 Licensing

One 

License 

file 

(core, TiB)

LK 1

VCF Business Services Console

• Complete license view

• Flexibility when scaling

• Dynamic splitting & pooling



Cloud Integration with the Business Services Console Portal
VCF Licensing

Cloud Based Portal  

vcf.broadcom.com

Central management 

of license entitlement

• License 

Management

• Tenant 

Management

• User Management

Supports connected 

& disconnected 

environments

https://vcf.broadcom.com/


Centralized License Activation with VCF Operations
VCF Licensing

Centralized License activation 

for VCF environment.

Register VCF Operations with 

Business Service Console. 

• Generate Activation Code 

(connected sites).

• Generate License file 

(disconnected sites).

Activate licenses.

Stay Compliant.  

• Report license usage every 

180 days.
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Licensing Changes

1

Customers use 

VCF Operations 

to license their 

environment

2

VCF Operations 

is registered with 

VCF Business 

Services console

3

Licenses are 

allocated to a 

VCF Operations 

instance

4

License usage is 

required every 

180 days



License Expiration and Usage Past Due Behavior

In product notification 30 days prior to 

usage due 

Expiration behavior if customer fails to upload usage and refresh license: 

1. Notifications show in VCF Operations, vCenter, and VCF Business Services console.

2. Customers will have hosts disconnected from management plane (unable to manage 

deployments).

3. Existing workloads are not proactively stopped, new workloads cannot be started.

4. Expired environments can be recovered by downloading an updated license.

5. Same behavior on subscription expiry.

License Refresh Duration (180 days)
Expiration 
Behavior

Usage submission and license refresh

Grace Period (90 days)



Licensing Registration Mode
VCF 9.0 Supports Connected and Disconnected

Connected

Disconnected

Automated Updates 

License Consumption

(single button click)

Manual Updates

License Consumption

VCF 9.0



Thank You
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